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1
Decision/action requested

This contribution proposes a solution to protect small data at idle mobility using the Registration complete message
2
References

[1]
TR 33.861 Study on evolution of Cellular IoT security for the 5G System v0.3.0
3
Rationale

This contribution proposes a method of protecting small data during idle mobility. The proposal is to include the user data in the Registration Complete message rather than the initial NAS message if the UE needs to send a Registration Request for mobility purposes. The advantage of this proposal is that there is no need to create new security contexts. It should be noted that the decision to support user data transfer during the Registration procedure is no scope of SA3 but finding a secure method to do so is if it is decided to do this. 
4
Detailed proposal

It is proposed SA3 approved the below pCR is included in the TR [1].
***** START OF CHANGES *****

6.X
Solution #X: Security solution for small data at idle mobility using the Registration Complete message
6.5.X
Introduction

This solution addresses key issue #2: Integrity protection of small data and key issue #3: Encryption of small data in this TR. 
6.5.X
Solution details 
This solution is an enhancement of solution #1 to address the issue of transferring the user data during a Registration procedure that may result in a change of AMF. The issues with these Registrations procedures is that the new AMF may not be able to decrypt the user data as it may not either get the used security context from the old AMF (e.g. KAMF change) or support the algorithm choice of the old AMF. 
To avoid this issue the UE does not send the user data in the Registration Request when there is a risk of AMF change during to the possibility of idle mobility but sends the user data in the Registration Complete instead. In these cases, there will be a Registration Complete message due to the need to allocate a new GUTI. The Registration Complete message is always integrity protected and ciphered. 
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Figure 6.5.X-1: Small data protection at idle mobility
The procedure proceeds as follows:

1. UE sends the Registration Request that may result in a change of AMF

2. New AMF fetches the MM context form the old AMF

3. New AMF optionally authenticates the UE and trigger the NAS Security Mode Command procedure as needed. 
4. New AMF sends the Registration Response with a new GUTI.

5. UE sends the Registration Complete containing the user data.
6.5.X
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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